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Demo

● cd ~/martin-no-backup/
● git clone https://github.com/apache/flink
● cd ~/martin-no-backup/flink/
● mvn dependency:tree
● mvn dependency:tree -DoutputType=dot -DoutputFile=deps.dot
● mvn dependency:tree -DoutputType=json -DoutputFile=deps.json
● cp ~/deps-d3.html .
● php --server localhost:8080
● Take away: lots of dependencies

DEMO

https://github.com/chains-project/flink
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Definition of Software Supply Chain

“The set of all dependencies and tools 
used to build, deploy and run a software 
system”
Starting with

● The dependencies (Maven, NPM, etc)
● The compiler
● The pipelines (CI/CD)



Outline

●

https://blog.phylum.io/hidden-dependencies-lurking-in-the-software-dependency-network/



Problem statement

Reliability (Frank’s PhD): What if Bugs? 

Security (Today): Vulnerability? Malicious code injection?



Example attack: 
the XZ attack
or “How the world avoided full 
SSH catastrophe”

11
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https://www.sonatype.com/resources/vulnerability-timeline 

https://www.sonatype.com/resources/vulnerability-timeline


Act I - Supply Chain Attack
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Trusting Trust Attack (Thomson 1984)
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Nix Bootstrapping

16SCORED ’26

stdenv.mkDerivation {
  pname = "git";
  version = "2.45.2";
  src = fetchurl {
    url ="git-scm.com";
    sha256 ="abcdef";
  };
};

2) binaries are built from 
source and strip from seed 

runs on them

https://github.com/NixOS/nixpkgs/blob/fef9403a
3e4d31b0a23f0bacebbec52c248fbb51/pkgs/stde
nv/linux/bootstrap-files/x86_64-unknown-linux-gn
u.nix

3) gcc is build from source 
using the rebuilt utilities

4) final packages and 
stdenv is built; no requisite 

on seed

https://github.com/NixOS/nixpkgs/blob/fef9403a3e4d31b0a23f0bacebbec52c248fbb51/pkgs/stdenv/linux/bootstrap-files/x86_64-unknown-linux-gnu.nix
https://github.com/NixOS/nixpkgs/blob/fef9403a3e4d31b0a23f0bacebbec52c248fbb51/pkgs/stdenv/linux/bootstrap-files/x86_64-unknown-linux-gnu.nix
https://github.com/NixOS/nixpkgs/blob/fef9403a3e4d31b0a23f0bacebbec52c248fbb51/pkgs/stdenv/linux/bootstrap-files/x86_64-unknown-linux-gnu.nix
https://github.com/NixOS/nixpkgs/blob/fef9403a3e4d31b0a23f0bacebbec52c248fbb51/pkgs/stdenv/linux/bootstrap-files/x86_64-unknown-linux-gnu.nix


Attack

17SCORED ’26

The attacker replaces one executable in the distribution's binary bootstrap seed.



Three ELF transformations

The injector never rewrites existing code or data. Execution now begins in the payload, which returns 
to the host's original entry point.

18SCORED ’26

APPEND REPURPOSE REDIRECT

ELF header

program headers

.text

.data

section table

payload

new section table

e_entry
0x401050 → payload

e_shoff
0x3400 → section table

NOTE offset virtaddr physaddr 
filesz memsiz flags align

LOAD offset virtaddr physaddr 
filesz memsiz flags align



Methodology: Why strip?

C1 — Must be part of bootstrap seed
strip, patchelf, tar, xz, make, awk, cp, install

C2 — Writes a finished binary
strip, patchelf, cp, install

C3 — Writes its own successor
strip, patchelf

19SCORED ’26



Evaluation: core NixOS

of 3,799 user-invokable binaries in the trojaned graphical installer print the infection 
marker. The one exception is firefox 147.0.3, whose recipe passes --disable-strip and 
opts out of the phase entirely.

20SCORED ’26

3,790



Nothing fails to build

The complete graphical ISO builds 
under the trojaned seed. Its runtime 
closure holds 1,199 package outputs, 
3,799 executables and 6.16 GB on 
disk.

21

Nothing fails its tests

The NixOS functional tests drive a full 
GNOME session and a from-scratch 
install. Every binary in that VM, 
gnome-shell and nautilus included, 
came from the trojaned strip. No test 
fails.

nixpkgs at revision fef9403a3e4d, GNU binutils 2.44, x86_64-linux, about 2,000 packages.

SCORED ’26

Buildability and runtime behavior



Language independence

22

ECOSYSTEM EXAMPLE BINARY SIZE INFECTED

C / C++ git 56,313 KB yes

Python pydoc3.13 110 KB yes

Rust rsvg-convert 8,065 KB yes

Go captree 1,964 KB yes

Lua lua 328 KB yes

Julien MalkaSCORED ’26



We’re the first to demonstrate a trusting trust 
attack at the scale of an entire distribution / 

ecosystem

Trusting-Trust Attack against an Entire Linux Distribution through Binary Manipulation, 
Proceedings of ACM SCORED 2026

http://arxiv.org/pdf/2607.24888


Act II - Reproducible Builds
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-

Verifiable Provenance of Software Artifacts with ZK compilation
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Unreproducible Builds in Java

Causes and Canonicalization of Unreproducible 
Builds in Java

In IEEE Transactions on Software Engineering, 
2025.



Verifiable Provenance of 
Software Artifacts with ZK 
Compilation

- Cryptographic proof binding of 
source code, compiler execution, 
and compiler output.

- Establish provenance by 
verifying a succinct proof. No 
need for re-compilation.

https://arxiv.org/abs/2602.11887

https://arxiv.org/abs/2602.11887


Enter zero-knowledge Virtual Machines (zkVM)

- zkVM executes a program and produces a cryptographic 
proof of execution [4].

- The proof is a witness of the program’s execution trace and 
corresponding state instruction by instruction.

Verifiable Provenance of Software Artifacts with ZK compilation

[4] Tim Dokchitser and Alexandr Bulkin. Zero knowledge virtual machine step by step. Cryptology ePrint Archive, Paper 2023/1032, 2023.



CosmicTurtle: Verifiable Provenance of Software Artifacts with ZK 
compilation



Verifiable Provenance of Software Artifacts with ZK compilation

Prototype: CosmicTurtle



Verifiable Provenance of Software Artifacts with ZK compilation

Evaluation

Applicability:
- 200 CSmith synthetic programs.
- 52 real-world source files from OpenSSL and 

libsodium.

Security:
- Source code tampering
- Compiler tampering
- Output tampering
- Replay attacks



Verifiable Provenance of Software Artifacts with ZK compilation

Results



Verifiable Provenance of Software Artifacts with ZK compilation

Results



Verifiable Provenance of Software Artifacts with ZK compilation

Takeaway:

- zk compilation gives unprecedented provenance and security 
guarantees.

- Tradeoff is compilation times, but:
- It only needs to happen once
- zk tech is improving quickly

- See also Proving and Rewarding Client Diversity to Strengthen 
Resilience of Blockchain Networks, in ACM Distributed Ledger 
Technologies

https://arxiv.org/abs/2411.18401
https://arxiv.org/abs/2411.18401


Act III - SBOM 
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What is an SBOM?

“An SBOM is a formal, machine-readable inventory of 
software components and dependencies, information 
about those components, and their hierarchical 
relationships.”
                                                                           - NTIA

● Machine-readable
● List of components and 

dependencies
● Information about components
● Hierarchical relationships
● Standardized



Content of an SBOM

"component" : {

     "group" : "org.asynchttpclient" ,

     "name" : "async-http-client-project" ,

     "version" : "2.12.3",

     "hashes" : [ { "alg" : "SHA-512",

         "content" : "e5435852...7b3e6173" }, ... ],

     "licenses" : [...],

     "externalReferences"  : [ {

       "url" : "http://github.com/AsyncHttpClient/async-http-client"  }

     ],

     "bom-ref" : 

"pkg:maven/org.asynchttpclient/async-http-client-project@2.12.3?type=pom"

   }

{ "bomFormat" : "CycloneDX",

 "specVersion" : "1.4",

 "metadata" : {

   "timestamp" : "2023-02-20T16:14:42Z" ,

   "tools" : [

     { "name" : "CycloneDX Maven plugin" ,

       "version" : "2.7.5" }

   ],



https://arxiv.org/abs/2303.11102

Challenges of 
Producing 
Software Bill of 
Materials for Java

IEEE Security & Privacy, 2023



Protocol for studying SBOM generation



Qualitative Analysis
SBOM 
Producer

Checksums Hierarchy Deterministic Scope

Build-Info-Go 3 ✓ ✗ ✗

cdxgen 8 ✓ ✓ ✓

cyclonedx-
maven-plugin

8 ✓ ✓ ✓

depscan 8 ✓ ✓ ✓

jbom 2 ✗ ✗ ✓

OpenRewrite 0 ✓ ✓ ✓



Qualitative Analysis
SBOM 
Producer

Checksums Hierarchy Deterministic Scope

Build-Info-Go 3 ✓ ✗ ✗

cdxgen 8 ✓ ✓ ✓

cyclonedx-
maven-plugin

8 ✓ ✓ ✓

depscan 8 ✓ ✓ ✓

jbom 2 ✗ ✗ ✓

OpenRewrite 0 ✓ ✓ ✓

Takeaway:

Different SBOM producers have 
distinct properties



Quantitative Analysis

● Compare 6 producers against the 

ground truth

● The average of 26 runs on each 

datapoint

● Blue crosses are direct 

dependencies

● Red circles are transitive 

dependencies



Takeaways of the “Challenges” paper

● Challenges of Producing Software Bill Of Materials for Java, 
In IEEE Security & Privacy, 2023.

● SBOMs are fundamental for software supply chain security 
and reliability

● Yet, it is surprisingly challenging to get good SBOMs, need 
work on the SBOM standards, and on the SBOM producers.



More material

● SBOMs at runtime (SBOM.exe, classport)
○ “NodeShield: Runtime Enforcement of 

Security-Enhanced SBOMs for Node.js”ACM CCS 
2025

● Empirical study on SBOMs
○ Software Bill of Material on Maven Central  (MSR 

2025)
● Zero-knowledge SBOMs

○ zkSBOM: Privacy-Preserving SBOM Sharing with 
Zero-Knowledge Sets (2026) 



Software Integrity
Software integrity refers to the assurance that software remains complete, unaltered, and consistent 
with its intended, authorized state throughout its lifecycle: development, distribution, installation, and 
execution.

1. Code integrity — Ensuring source code and compiled binaries have not been tampered with, 
whether by malicious actors, supply chain attacks, or unintentional corruption.

2. Data integrity — Ensuring the data a program processes, stores, or transmits is accurate and 
has not been altered without authorization.

3. Execution integrity — Ensuring the software behaves as designed at runtime, without 
injected malicious code or unauthorized modification of running processes.

4. Supply chain integrity — Ensuring that dependencies, libraries, and build tools used to 
create the software are themselves trustworthy and unmodified.



SBOM.EXE: Countering Dynamic Code 
Injection based on Software Bill of Materials 
in Java 

Technical report 2407.00246, arXiv, 2024.

PhD Thesis Aman Sharma

https://github.com/ASSERT-KTH/sbom.exe/ 

https://github.com/ASSERT-KTH/sbom.exe/
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Total unique dependents for 
org.apache.logging.log4j:log4j-api: 15378



Log4Shell – a software supply chain attack at runtime

64



Problem statement: libraries 
can trigger download or 
generation of malicious code.

65



Solution: Create an 
allowlist of 
dependencies and 
their classes and only 
load those classes
That’s SBOM.exe

66



Act IV - Software Integrity 

67



Step 1: Indexing 
Problem: how to index built-in classes?
Solution: we scan all classes using classgraph [20].

Problem: what about app classes and dependencies?
Solution: we use the Software Bill of Materials

Problem: and runtime generated code?
Solution: if we execute the code, we can capture them. We run run tests.

68

[20] L. Hutchison, Classgraph, GitHub.com, 2024 

java.util.List
org.apache.log4j.Log
Jdk.proxy1.$Proxy10

abf4834
8349dce
facaded

Checksum 
computation

// allowlist.bomi
A hash table of class name 
and checksums.

Part 1 done ✅



Step 2: Enforcement

Problem: Java class is simply loaded without any integrity.
Solution: We intercept loading and then verify it.

69

Java 
Application

Java Virtual 
Machine

SBOM 
Runtime 

Watchdog

1) Load 
this class.

Bill of Material Index
(Allowlist)

2) Is the 
class 
there?

3) Yes

4) Can 
be 
executed
.

4) 
Terminate 
and log 
incident

Part 2 done ✅



Canary run

Okay, we seem to be done. Let’s see what 
happened initially.

Problem 1: There seems to be false-positives. 
This class was in the allowlist.

Problem 2: There seems to be 
non-determinism in runtime generated code.

70



Solution: Java Bytecode Canonicalization

71

● Classnames could 
change across 
different executions.

● The type references 
change.

● The order of 
method is not fixed.

● SBOM.exe 
canonicalize all of 
these.



Novel Concepts Summarised
Problem: what to index?
Solution: 3 indexers for built-in classes source code, dependencies, and dynamic code.

Problem: how to load class with verification
Solution: SBOM Runtime Watchdog is a novel tool to intercept Java classloading and 
verify integrity of each Java class.

Problem: non-determinism of Java bytecode.
Solution: Bytecode Canonicalization.

Problem: Attackers compromise production systems
Solution: 

10-09-2024 Aman Sharma | amansha@kth.se 72



Evaluation of SBOM.EXE

10-09-2024 Aman Sharma | amansha@kth.se 73



RQ1: What is the scale of BOMI for all the study 
subjects?

10-09-2024 Aman Sharma | amansha@kth.se 74

● Methodology: Count classes in BOMI for all study subjects.

● Key findings:
o BOMI-Environment contains around 25,000 classes, varying with JDK 

vendors and versions.
o BOMI-SupplyChain in the xx,0000, strongly depends on number of 

classes in dependencies.
o BOMI-Runtime constitutes few number of classes, but they are 

extremely important to detect in order to prevent attacks and to avoid 
false positives. 



RQ2: To what extent can SBOM.EXE mitigate high-profile 
attacks in Java?

10-09-2024 Aman Sharma | amansha@kth.se 75

● Methodology: 
o CVE-2021-44228 (Log4Shell), CVE-2021-42392 (H2 database console), and CVE-2022-33980 

(Apache Commons Configuration
o Replicate in a proof-of-concept and then run them with our BOMI and SBOM Runtime Watchdog 

attached.

● Key findings:
o It successfully prevent execution of the malicious class loaded at runtime in all 3 CVEs. 
o CVE-2021-44228 – mitigated
o CVE-2021-42392 – mitigated
o CVE-2022-33980 – mitiagted



RQ2: To what extent can SBOM.EXE mitigate high-profile 
attacks in Java?

10-09-2024 Aman Sharma | amansha@kth.se 76

● Methodology: Replicate CVE-2021-44228 (Log4Shell), CVE-2021-42392 (H2 
database console), and CVE-2022-33980 (Apache Commons 
Configuration) in a proof-of-concept and then run them with our BOMI and 
SBOM Runtime Watchdog attached.

● Key findings:
o It successfully prevent execution of the malicious class loaded at runtime in all 3 CVEs. In more 

technical terms, it is prevented from being initialized.
o CVE-2021-44228 – mitigated
o CVE-2021-42392 – mitigated
o CVE-2022-33980 – mitiagted

Takeaway: Mitigated all 3 
CVEs successfully.



RQ3: Is SBOM.EXE compatible with real-world 
applications?

10-09-2024 Aman Sharma | amansha@kth.se 77

● Methodology: Create BOMI for real-world projects – PDFBox, TTorrent, and 
GraphHopper – and then run these projects with SBOM Runtime Watchdog 
attached.

● Key findings:
o SBOM.exe is fully compatible with PDFBox and TTorrent.

o PDFBox:
o Additional test for PDFBox Debugger

o TTorrent:
o Additional e2e test to simulate torrent downloading

o SBOM.exe is partially compatible with GraphHopper as one of the class names were randomly 
generated, despite canonicalization.



RQ3: Is SBOM.EXE compatible with real-world 
applications?

10-09-2024 Aman Sharma | amansha@kth.se 78

● Methodology: Create BOMI for real-world projects – PDFBox, TTorrent, and 
GraphHopper – and then run these projects with SBOM Runtime Watchdog 
attached.

● Key findings:
o SBOM.exe is fully compatible with PDFBox and TTorrent.

o PDFBox:
o Additional test for PDFBox Debugger

o TTorrent:
o Additional test to simulate torrent downloading
o Update java bytecode for it to be compatible with Java 21

o SBOM.exe is partially compatible with GraphHopper as one of the class names were randomly 
generated.

Takeaway: Compatible with 
real-world projects.



Takeaways SBOM.exe
● SBOM.exe mitigates three high-profile CVEs.

● SBOM.exe proposes a novel bytecode 
canonincalization algorithm which eliminates 
non-determinism in dynamic classes.

● SBOM.exe work wells on real world projects.

8010-09-2024 Aman Sharma | amansha@kth.se



Finale - KUTE 

81

UPPERCASE IS ALL YOU NEED 
SIGBOVIK, 2025.

https://www.monperrus.net/martin/SIGBOVIK2025.pdf


The KUTE Countermeasures

● Know your dependencies (software bill of materials, aka SBOM)
○ https://github.com/CycloneDX
○ https://github.com/chains-project/dirty-waters   

● Update your dependencies (regularly and automatically)
○ Dependabot, Renovate, DepFu 

● Track updates, vulnerabilities, changes and humans
○ npm audit / govulncheck or $$$$ solutions
○ https://github.com/lightbend-labs/jardiff 

● Ensure integrity at build and runtime
○ Reproducible builds 
○ https://github.com/step-security/harden-runner 

https://github.com/chains-project/sbom.exe 

https://github.com/CycloneDX
https://github.com/chains-project/dirty-waters
https://github.com/dependabot
https://github.com/renovatebot/renovate
https://docs.google.com/document/u/0/d/1DuNDbaaPkIIgX3l6gaY7dI5Rq8jr6SLLpPHeyLwMwxc/edit
https://docs.npmjs.com/auditing-package-dependencies-for-security-vulnerabilities/
https://pkg.go.dev/golang.org/x/vuln/cmd/govulncheck
https://github.com/lightbend-labs/jardiff
https://github.com/step-security/harden-runner
https://github.com/chains-project/sbom.exe


More Cool Supply Chain Tech

● dependency sandboxing (NodeShield, GoLeash)
● tamper-proof audit trails & build attestations 

(Sigstore, npm provenance)
● transparency logs (Go package registry)
● lockfiles (maven-lockfiles, EMSE)
● zero-knowledge exploits



Conclusion

● Software supply chain attacks are one of the 
top cybersecurity threats

● Very active research area, KTH leads 
CHAINS

● Today: trusting trust attacks, verifiable 
provenance, runtime integrity

● Register to the Chains mailing list


